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Securing Your Personal Data in an Insecure Cyber
World

By now, most people have heard of the Equifax data breach, which affects the accounts of more than half the adult
population of the United States. Because October is* National Security Awareness Month,” we would liketo offer
somethoughts and suggestions asto what stepsyou might takein light of the Equifax data breach.

1. Assume your data has been disclosed. Equifax has awebsite where you can check to determineif
your personal data has been disclosed. The problem has been that theresponseisnot reliable. For example,
in my own situation, one time the website told me my data had been disclosed, and another time the website
told me my data had not been disclosed. Therefore, it issafer to assume your data has been disclosed, even
if it meansyou might end up with some extra aggravation and expense.

Note: Early rumorsthat, by using the website, you are waiving your rights against Equifax, areincorrect.

2. Monitor Your Accounts. Monitor your existing credit accountsfor suspicioustransactions. Each of the 3
major credit reporting companies (Equifax,Experian and Transunion) will provide onefreereport per
year. You may want to stagger thoseto obtain one from a different vendor every four months. Look for
new accountsin your name.

Alternatively, you may want to sign up for free credit monitoring service. Equifax isoffering a free credit
monitoring serviceto holdersof U.S. social security numbers, if you sign up by January 31, 2018. If you are
uncomfortable with Equifax monitoring your credit, you may sign up with an independent monitoring service, but
there may be a fee.

Again, an early rumor that Equifax’s credit monitoring termsand conditionsrequire you to give up certain legal
rights hasturned out to be false.

3. Consider a Fraud Alert or Credit Freeze. You should also consider placing afraud alert on your filewith
the three credit report companies. Thisisarenewable, 90-day alert that requireslendersto verify your identity
beforeissuing credit. Thisfraud alert should make it more difficult for someone to open new accountsin your
name without your knowledge.

Some advisor s are recommending that you place a“ credit freeze” on your file with the three credit report
companies.

The benefit of the credit freeze isthat it preventsanyone, including you, from obtaining new credit in your name.
Onedisadvantage isthat, depending on the state where you live, there may be a fee each time you place or remove
the credit freeze. For example, Rhode I land residents must pay a $10 fee, and M assachusetts residents must pay a
$5 fee, unlessyou are over 65 or you are actually the victim of identity theft and provide a copy of a police report.
Another inconvenience with a credit freeze isthat the freeze also stops you from obtaining new credit. |f you want
to apply for a new credit card or a new car or mortgage loan, you will need to contact each of the credit reporting
companies, and possibly pay afee, for atemporary lift of the freeze.

4. Watch out for phishing attacks. Bevery careful of emailsyou may receive regar ding the Equifax breach,
both at work and at home. These emails may be sophisticated, and ask you to click on alink or button and provide
personal information. DO NOT CLICK ON THEM OR PROVIDE PERSONAL INFORMATION. Neither
Equifax, or your Bank, or Consumer Reports, or your investment broker, or the IRS, or anyone elseisgoing to
request personal information from you online.

5. Watch Your Mail. Monitor your mail for changes. Doesthe volume seem lower? Did you not get mail for
aday or two? Because credit card companies mail out new cards, scammerswill apply for credit in your

Page 1

wWww.psh.com


https://www.equifax.com/personal/education/credit/report/how-to-get-your-free-credit-report
https://www.experian.com/consumer-products/free-credit-report.html
https://www.transunion.com/annual-credit-report
https://trustedidpremier.com/eligibility/eligibility.html
https://trustedidpremier.com/eligibility/eligibility.html
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name, but with a different address. Then they will change your mailing addresswith the United States
Postal Serviceto forward the mail to the new address, so they receive the new credit card.

6. Check Your Investments. Investment firms, unlike banks, are not required to restor e assets stolen by
hackers. Check with your retirement plan or 401(k) plan administration or your investment broker to
determine whether or not they have a policy in placeto reimburse fundstaken by a hacker, and whether the
policy requiresyou to take any affirmative action (enrollment, up-to-date antivirus software in your
computer, etc.)

Many of us have also been affected. It isnormal to feel angry or frustrated. But it iseven morefrustrating to have
someone open a credit card or account or borrow money in your name. By taking some of these steps, you will
have reduced your cyber risk significantly.
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